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This audit focused on the administration and oversight of the State's virtual instruction programs (VIPS)
and compliance with selected provisions in Sections 1002.45 and 1002.455, Florida Statutes. Audit
procedures were performed at the Department of Education (Department), 12 of the 67 Florida school
districts (Alachua, Brevard, Broward, Calhoun, Duval, Glades, Hillsborough, Jackson, Leon, Miami-Dade,
Polk, and Volusia), and 2 of the Department-approved VIP providers (K12, Inc., and PLATO Learning,
Inc. [EdOptions]).

As noted in the Background section of this report, school districts have multiple options of providing
students with opportunities to participate in VIPs, including contracting with the Florida Virtual School
(FLVS) or establishing a franchise of FLVS. In conjunction with performing certain audit procedures
related to background screenings, teacher certifications, and contracts between the school districts and
approved providers, we also reviewed and tested selected school district records involving Florida Virtual
School Full Time (FLVS FT) and FLVS franchises.

Our audit disclosed areas in which enhancements in VIP administrative rules, controls, and operational
processes were needed to better promote and encourage accountability, compliance with controlling
laws, economic and efficient operations, and the safeguarding of assets. Our audit also disclosed
instances of noncompliance with State laws and deficiencies in VIP information technology (IT) controls
and practices.

In anticipation of the continuing expansion of VIPs in Florida, the results of our audit procedures at the
Department, 12 selected school districts, and 2 VIP providers should be reviewed by management of all
school districts in the State to enhance their applicable VIP administration, controls, and procedures
necessary for the proper oversight of established VIPs.

DEPARTMENT OF EDUCATION

STATE BOARD OF EDUCATION RULES AND STATUTORY RECOMMENDATIONS

Finding No. 1: We recommend that rules be adopted to provide a standard provider contract template
for use by the school districts. Such a template should include all contract elements required by Section
1002.45, Florida Statutes, as well as other provisions that would better enhance the integrity and
accountability of the State’s VIPs and VIP resources. Additionally, the Legislature should consider
clarifying the intent of Section 1002.45(3)(d), Florida Statutes, as it relates to providing computing
resources to VIP students.

STATEWIDE MONITORING OF VIP PROVIDER STUDENT-TEACHER RATIOS

Finding No. 2: The Department, in conjunction with school districts, should work to establish a
mechanism for reporting and analyzing detailed VIP provider student and teacher information to
effectively monitor the individual districts’ and the Statewide reasonableness of student-teacher ratios.
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ScHooL DISTRICTS

VIP POLICIES AND PROCEDURES

Finding No. 3: Some school districts should enhance their controls over VIP operations and related
activities by developing and maintaining comprehensive, written VIP policies and procedures.

PROVIDER CONTRACTS

Finding No. 4: Some school districts’ VIP provider contracts were deficient in that the contracts did not
include, contrary to State law, agreed-upon student-teacher ratios, the providers’ responsibilities for VIP
debt, termination clauses, and other measures to promote effective VIP processes.

VIRTUAL INSTRUCTION OPTIONS

Finding No. 5: Some school districts that were not in sparsely-populated counties should enhance their
procedures to ensure that, in the future, the required number of VIP options provided for in law are
offered.

WRITTEN PARENTAL NOTIFICATIONS

Finding No. 6: Records at some school districts did not evidence that timely written notifications were
provided to parents about student opportunities to participate in VIPs and the dates of the open
enrollment periods.

BACKGROUND SCREENINGS

Finding No. 7: Records at some school districts did not evidence that required background screenings
were performed for all VIP employees and contracted personnel.

STUDENT ELIGIBILITY

Finding No. 8: Control procedures for participation in VIPs at some school districts did not always
require documented evidence of the eligibility of all students enrolled in VIPs.

STUDENT COMPULSORY ATTENDANCE

Finding No. 9: Some school districts’ control procedures did not always require documented verification
that VIP students complied with compulsory attendance requirements.

COMPUTING RESOURCES

Finding No. 10: Some school districts’ control procedures should be enhanced to ensure that VIP
students and their parents are notified about the availability of computing resources, that only qualified
VIP students are provided these computing resources, and that accountability for the computing
resources is maintained.

INSTRUCTIONAL MATERIALS

Finding No. 11: Some school districts had not established control procedures to document in the school
districts’ records that VIP students received all necessary VIP instructional materials.

TEACHER CERTIFICATION

Finding No. 12: Some school districts’ control procedures should be improved to ensure that individual
teachers can be readily identified to the courses taught and that VIP instructional staff are
Florida-certified teachers under Chapter 1012, Florida Statutes.

VIP FUNDING

Finding No. 13: Some school districts’ control procedures should be improved to ensure that only
students who are eligible for VIP funding (i.e., those students with successful completions) are reported
for VIP funding and that documentation of the underlying course work is maintained to support that
reporting.




VIP PROVIDERS

FLORIDA ADMINISTRATIVE LOCATIONS

Finding No. 14: The Legislature should consider amending Section 1002.45(2)(a)3., Florida Statutes, to
clarify the intended purposes of the VIP providers’ Florida administrative offices and establish applicable
minimum requirements for the offices’ operations.

VIP PROVIDER — K12, INC.

AVAILABILITY OF K12, INC., RECORDS

Finding No. 15: During the course of our audit, K12, Inc., management did not always provide our audit
team with complete and timely access to information requested. Our ability to access this information in
an efficient and timely manner was crucial to achieving our audit objectives.

K12, INC., DATA QUALITY

Finding No. 16: Some detailed electronic records and supplementary metadata (information necessary
for us to interpret and analyze data, including file layouts and definitions, record counts, delimiting
characters, and control totals) were, upon audit request, either not provided by K12, Inc., not provided
timely, or contained data anomalies, precluding us from using the data for further analysis. In addition,
K12, Inc., has not obtained an independent service auditor’s report related to controls designed and
established for its VIP customers.

SECURITY CONTROLS — USER AUTHENTICATION

Finding No. 17: Certain K12, Inc., security controls related to user authentication needed improvement.

ACCESS MANAGEMENT

Finding No. 18: Some inappropriate or unnecessary IT access privileges existed at K12, Inc.

DISASTER RECOVERY PLANNING

Finding No. 19: K12, Inc., had not developed and tested a written disaster recovery plan for the
restoration of critical VIP processing or recovery of the corresponding data files, including school and
operational data.

PERFORMANCE MONITORING AND BACKUP PROCESSES

Finding No. 20: K12, Inc., had not established comprehensive written policies and procedures for
monitoring VIP computing infrastructure performance or backup processes for critical programs or data.

BACKGROUND SCREENINGS

Finding No. 21: K12, Inc., did not provide, upon audit request, background screenings for some
employees. Additionally, K12, Inc., did not perform background screenings for some employees or
periodic rescreenings for all existing employees.

VIP PROVIDER - EDOPTIONS

EDOPTIONS DATA QUALITY

Finding No. 22: Some detailed electronic records provided upon audit request by EdOptions contained
data anomalies, precluding us from using the data for further analysis. In addition, EdOptions has not
obtained an independent service auditor’s report related to controls designed and established for its VIP
customers.

SECURITY _CONTROLS — USER AUTHENTICATION AND PROTECTION OF CONFIDENTIAL AND SENSITIVE
INFORMATION

Finding No. 23: Certain EdOptions security controls related to user authentication and the protection of
confidential and sensitive information needed improvement.




ACCESS MANAGEMENT

Finding No. 24: Some inappropriate or unnecessary IT access privileges existed at EdOptions.

DISASTER RECOVERY PLANNING

Finding No. 25: EdOptions had not developed and tested a written disaster recovery plan for the
restoration of critical VIP processing or recovery of the corresponding data files, including school and
operational data. In addition, the off-site alternate processing facility was not outside the proximity of the
primary data center facility.

PERFORMANCE MONITORING

Finding No. 26: EdOptions had not established written policies and procedures for monitoring VIP
computing infrastructure performance.

BACKGROUND SCREENINGS

Finding No. 27: EdOptions had not performed background screenings of employees hired prior to
July 29, 2005. In addition, for those employees for whom initial background screenings had been
performed, EdOptions had not reperformed the background screenings on a periodic basis.
Furthermore, EdOptions had not performed background screenings for its contracted technical workers.

ADDITIONAL MATTER

As of December 2012, K12, Inc. (a for-profit technology-based education company and one of the VIP
providers selected for audit), was the subject of an ongoing investigation by the Department relating to
teachers and Florida certifications of teachers utilized in the VIPs. The outcome of this investigation and
its impact, if any, relative to the operations of K12, Inc., were unknown as of the completion of our audit.

Managements’ written responses to the audit findings are included in the audit report as
Exhibit D.






