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correspondence delays the processing of the complaint as documents may be needed to
determine legal sufficiency as described in Section 455.225(1)(a), Florida Statutes. The
resultant increased processing time may impair the Department’s ability to comply with
Section 455.225(4), Florida Statutes, which requires that investigations or disciplinary
proceedings not before the Division of Administrative Hearings be closed within one year
after the initial filing of the complaint,

The Department, where feasible, utilizes online complaint forms where additional
supporting documentation is not required. The Division of Pari-Mutuel Wagering, as
noted in the report, utilizes the online complaint form where documentation is not
required. The Division of Hotels and Restaurants receives the majority of food service
and lodging complaints requiring no documentation from the online complaint form. The
Division of Alcoholic Beverages and Tobacco currently allows online complaint filing
regarding violations of the Florida Clean Indoor Air Act and plans to expand capability to
alleged violations of alcoholic beverage and tobacco laws and rules.

OTHER MATTERS

Finding No, 41 Taforma

Finding No. 4: An external security audit disclosed deficiencies in Department
compliance with the Payment Card Industry Data Security Standard as well as other
Department information technology security issues.

Recommendation: We recommend that the Department continue to ensure that
appropriate information technology controls, including but not limited to those
reasonably ensuring adherence to PCI Data Security Standard requirements, are operating
effectively. The Department should also continue routine performance of external
penetration tests to ensure the security of network devices and hosts.

Agency Response: The Department will continue to ensure adherence to PCI Data
Security Standard requirements outlined in Self-Assessment Questionnaire C.
Additionally, the Department will continue to participate in the risk assessment
requirements mandated by Section 282.318, Florida Statutes.

Finding No. 5: FLAII

Finding No. 5: Excess and incompatible Florida Accounting Information Resource
Subsystem access privileges were granted to a number of employees.

Recommendation: We recommend that the Department adopt written procedures

requiring the performance of periodic reviews of FLAIR access privileges to identify
excess and incompatible privileges granted to employees. The excess and incompatible
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privileges identified should be promptly removed unless the Department determines that
the duties assigned cannot be separated and sufficient compensating controls, such as
management review of high-risk transactions, are in place and operating effectively.

Agency Response: The Bureau of Finance and Accounting has adopted quarterly FLAIR
access review procedures. The review includes letters to the various division directors
and to supervisors in the Office of Financial Management requesting they review their
employees’ FLAIR access and compatibility with their position during the peried in
review. If the employee has terminated or changed positions, it will be the responsibility
of that division or supervisor to inform accounting of the changes. Also included in the
letter is a statement that it is the division’s responsibility to inform the FLAIR access
control custodian of changes in an employee’s FLAIR access. The review is filed and
maintained for audit purposes.

PRIOR AUDIT FOLLOW-UP

The Department had taken adequate corrective actions for findings included in audit
report Nos. 2008-182, 2008-031, and 2004-181. However, the Department had not timely
completed an annual review of the data integrity, reliability, and security of its Single
Licensing System, as recommended in audit report No. 2008-181.

Recommendation: We again recommend that the Department perform annual reviews of
Single Licensing System data integrity, reliability, and security.

Agency Response: The Office of Inspector General will continue to conduct audit

activities addressing the data integrity, reliability, and security of the Single Licensing
System within annual audit plans.
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