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Finding No. 6:
The College’s security controls needed improvement in the area of user authentications.

Response:

Security controls are intended to protect the confidentiality, integrity, and availability of data and IT
resources. Our audit disclosed certain security controls related to user authentication that needed
improvement. We are not disclosing specific details of the issue in this report to avoid the possibility of
compromising College data and IT resources. However, we have notified appropriate College
management of the specific issue. Without adequate security controls, the confidentiality, integrity, and
availability of data and IT resources may be compromised, increasing the risk that College data and IT
resources may be subject to improper disclosure, modification, or destruction.

Edison State College has reviewed comments from the Auditor General’s office and other industry best
practice guidelines and has tightened the security on the Operating System, Database, Network and
Banner passwords. Based upon the evidence of people using these longer, more secure passwords, we
believe that the recommendation has been successfully addressed by Edison State College.

If the college can be of further assistance in this matter, please do not hesitate to contact me.
Sincerely,

Kenneth P. Walker
President Kenh ot
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