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The scope of this operational audit is described in Exhibit A. Our audit included examinations of various records and

transactions (as well as events and conditions) occurring during the 2008-09 fiscal year.

Our audit methodology included obtaining an understanding of the internal controls by interviewing District
personnel and, as appropriate, performing a walk-through of relevant internal controls through observation and
examination of supporting documentation and records. Additional audit procedutres applied to determine that
internal controls were working as designed, and to determine the District’s compliance with the above-noted audit
objectives, are described in Exhibit A. Specific information describing the work conducted to address the audit

objectives is also included in the individual findings.

AUTHORITY MANAGEMENT’S RESPONSE

Pursuant to the provisions of Section 11.45, Florida Management’s response is included as Exhibit B.
Statutes, I have directed that this report be prepared to

present the results of our operational audit.

David W. Martin, CPA
Auditor General



OCTOBER 2009

REPORT NoO. 2010-036

EXHIBIT A
AUDIT SCOPE AND METHODOLOGY

Scope (Topic)

Methodology

Fraud policy and related procedures

Examined written policies and procedures, and examined
supporting documentation relating to the District’s fraud
policy and related procedures.

Financial condition

Applied analytical procedures to determine whether the
General Fund unreserved fund balance at June 30, 2009, was
less than 3 percent of General Fund revenues.

Restrictions on use of nonvoted capital outlay tax proceeds

Tested payments made from nonvoted capital outlay proceeds
and examined supporting documentation to determine
whether the District complied with requirements related to
the use of nonvoted capital outlay proceeds.

Restrictions on use of Workforce Development funds

Tested Workforce Development payments to determine
whether the District used funds for authorized purposes (i.e.,
not used to support K-12 programs or District K-12
administrative costs).

Adult general education program entrollment reporting

Tested adult education students from FDOE records and
examined supporting documentation at the District to
determine whether the District reported instructional and
contact hours in accordance with FDOE requirements.

Social security number requirements of Section 119.071(5)(a)

Examined supporting documentation to determine whether
the District had provided individuals with a written statement
as to the purpose of collecting social security numbers.

Procedures for maintenance of payroll time records
(timesheets)

Tested employee timesheets to determine whether the hours
worked on the timesheets supported the salary and benefit
cost payments.

Procedures for monitoring cellular telephone usage

Reviewed District policies and procedures for the issuance
and monitoring of cellular telephones.

Procedures for monitor purchasing card transactions

Tested expenses charged by employees using purchasing cards
and examined supporting documentation to determine
whether selected transactions were effectively monitored and
represented proper expenditures of the District.
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EXHIBIT A (Continued)
AUDIT SCOPE AND METHODOLOGY

Scope (Topic)

Methodology

Procedures for granting access to I'T resources

Tested employee access to selected functions within different
applications to determine if an appropriate separation of
duties existed in relation to employees’ job functions.

Security awareness training program

Examined supporting documentation relating to the District’s
IT security awareness training program.

Program change controls

Reviewed documentation that supported the District’s change
management methodology for production data changes
related to IT resources.

Procedures to timely prohibit former employee access to
electronic data files

Tested former employees who separated from service during
the audit period to determine whether access privileges were
appropriately revoked.

IT authentication controls

Examined supporting documentation to determine whether
authentication controls were configured and enforced in
accordance with I'T best practices.

IT staff access

Reviewed selected access privileges for IT staff to determine
whether access privileges were appropriately granted.
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EXHIBIT B
MANAGEMENT’S RESPONSE

- The School Poard of Hernando County, Florida Superintendent —
Sonya L. Jackson

019 Nowth Frvad Street
Broofsville, Florida 34604

(352) 7977001

Chatrperson
ol K. Sweeney
Vice Charrperson

SwreC o 619-7001 Sandra Nicholson
Fax (352) 7977101 Mewmbers
Dianne Bonfield
CAartes "Patl” Fagan
October 15, 2009 Sames ¢ Yant

The Honorable David W. Martin, CPA
Auditor General

Office of the Auditor General

G74 Claude Pepper Building

111 West Madison

Tallahassee, FL 32399-1450

Re: Hernando County District School Board Preliminary and Tentative Audit Findings for the Fiscal Year
Ended June 30, 2009

Dear Mr. Martin:

Please accept the following written response concerning the preliminary and tentative audit findings for
the Hernando County District School Board’s 2008-2009 fiscal year audit. The District will implement
these recommendations to increase accountability and promote effective and efficient operations
throughout the District.

Finding No. 1: Information Technology — Access Controls
The District’s management of information technology access privileges needed improvement.
Response:

The District will take measures to annually review individual access to Finance, HR, and Purchasing
applications to ensure appropriate separation of duties and to ensure privileges are compatible with job
responsibilities.

Finding No. 2: Ad Valorem Taxation and Public Education Capital Outlay Expenditures

Controls over the expenditure of capital outlay millage levy and Public Education Capital Outlay
(PECO) proceeds could be improved.

Response:

As noted in the finding by the Auditor General, when the error was disclosed the District took immediate
corrective action to reimburse PECO for the unallowable costs identified, and subsequently advertised
the use of capital outlay millage proceeds and held a public hearing in accordance with Florida Statutes.
The District will continue to ensure that capital outlay millage and PECO expenditures are for allowable
purposes and such expenditures are done only after being properly advertised.

A fully accredited scfiool system " - Soutfiern Association of Colleges and Schools
Fddwcalion: e vefiicle for exploring the past and conguering owr filure.

An Equal Opportunity Employer

11



OCTOBER 2009 REPORT NoO. 2010-036

Page 2
Audit Response
October 15, 2009

Finding No. 3: Payroll Record Keeping
Improvements were needed in controls over timesheets to support salary and benefit costs.
Response:

The Payroll and Human Resources Departments continue to provide annual training to site-based
administrators and timekeepers on the Fair Labor Standards Act (FLSA) and the requirements of School
Board Policy 7.51 in efforts to ensure that payroll timesheets are properly signed and document actual
time worked. Beginning July 2009, the District implemented on-line tracking of compensatory time to
ensure consistent record-keeping and tracking.

Finding No. 4: Collection of Social Security Numbers

Controls could be enhanced to ensure compliance with Section 119.071(5)(a), Florida Statutes,
regarding notifying individuals of the need for and use of social security numbers {SSNs).

Response:

As noted in the finding, the District has adequately notified employees of the purpose for collection of
SSNs. The District currently posts the purpose of collection and potential use of student SSNs on the
District’'s web site and posts signs in school lobbies. Each year the District publishes a Student Code of
Conduct in which a hard copy is provided to all students. We will include in the 2010-2011 Student Code
of Conduct appropriate language regarding the purpose of collection and potential use of student SSNs.
Finding No. 5: Adult General Education Courses

The District could improve controls over the reporting of instructional contact hours for adult general
education to the Florida Department of Education.

Response:

Adult Education personnel have been updated on the reporting of instructional contact hours. Future
reportings will be more closely monitored to avoid over reporting of hours and to accurately submit
correct data for FDOE records.

Finding No. 6: Information Technology — IT Staff Access

Approval of production data changes by end users was not documented and Help Desk staff had the
capability of altering production data.

Response:

The Technology and Information Services (TIS) Department has implemented changes to the
documentation of data changes whereby the user’'s signature is required to acknowledge the accuracy
of the data change along with the date of acknowledgment. Additionally, security for the Help Desk
staff has been modified so that the TIS staff does not have the same security as data entry operators.
Finding No. 7: Information Technology — Security Controls — User Authentication

Certain security controls related to user authentication needed improvement.

Response:

The District immediately updated the network security policy to ensure the continued confidentiality,
integrity, and availability of District data and IT resources.
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Audit Response
Ortober 15, 2009

We would like to eempliment your staff for the rourtenus and competent manner in which they
conducted the Fiscal Year 2008-2009 audit, They should be commended for their consideration of
District staff's time and worklcads, We greatly appreciate their concern and helpfulness,
Sincerely,

J’rr%x- Gehr—

7 .

Sohya L lackso
Superintendent

sU/drh

e School Board Membrers
Heath er Martin, Executive Director of Business Services
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