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RESPONSE TO PRELIMINARY AND TENTATIVE OPRATIONAL AUDIT FINDINGS
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Finding No. 1: Insurance Requirements for Design Professionals

Finding:
The College had not established policies regarding insurance requirements for design professionals.

Recommendation:

The Board should establish policies relating to design professional liability insurance. These policies should
require management to evaluate and document the College’s exposure to design risk for each construction
project and develop procedures to ensure that the College obtains the appropriate type and amount of
professional liability insurance that is consistent with the College’s risk management philosophy.

Response:

An amendment to Northwest Florida State College Policy Number 6Hx17-8.10 Capital Outlay and
Construction has been advertised and goes to the Board of Trustees for approval March 16, 2009. The
amendment is to Local Language: Architects and engineers shall provide certificates of professional liability
insurance for a minimum of $1 million per claim prior to signing an agreement for services with the college.

Finding No. 2: Compliance with Section 119.071(5) (a), Florida Statutes |

Finding:
The College did not provide individuals with a written statement to specify the purpose for collection of social

security numbers (SSNs) for certain documents or file required certifications and reports by January 31,
2008, contrary to Section 119.071(5) (a), Florida Statutes.

Recommendation:

The College should continue its efforts to ensure compliance with Section 19.071(5) (a), Florida Statutes. In
those instances in which the college determines that collection of the social security number is not imperative
for performance of its duties and responsibilities, the College should discontinue obtaining such numbers.

Response:

College forms have been modified to include statements that notify students, employees, and vendors of the
potential use of social security numbers supplied to the College. Any form that does not include a notification
statement on its face will have a statement attached.

The College is now in compliance with Section 19.071(5) (a), Florida Statutes. Certified notices were sent to
the President of the Senate and the Speaker of the House of Representatives October 3, 2008 and again
January 21, 2009.

Finding No. 3: Information Technology —Terminated Employee Access|

Finding:
The College’s procedures do not ensure that it timely deletes information technology (IT) access privileges of
former employees.
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Recommendation:

The College should ensure that supervisors timely notify Human Resources so that department personnel
can complete and forward the required Request for Removal from Systems from to IT.

Response:

The College is currently in the process of rewriting all Information Security policies using ISO/IEC 17799
standards. As part of this effort, the policies associated with terminating employees’ access will be
addressed covering the security policies and procedures identified in the audit.

Finding No. 4: Information Technology — Security Policies and Procedures

Finding:
The College did not maintain written policies and procedures governing certain important security functions.

Recommendation:

The College should develop and maintain written policies and procedures that cover all security activities to
protect the confidentiality, integrity, and availability of IT resources.

Response:

The College has contracted with a company familiar and experienced with the requirements of educational
institutions for a complete technology security assessment. The Contractor providing the assessment is also
assisting the College with rewriting all Information Security policies and procedures using ISO/IEC 17799
standards. These policies and procedures will address all IT security activities to protect the confidentiality,
integrity, and availability of IT resources.

I Finding No. 5: Information Technology —Security controls |

Finding:

Certain security controls needed improvement in the areas of managing access privileges and protecting the
confidentiality of user passwords.

Recommendation:

The College should improve its security controls related to managing access privileges and protecting the
confidentiality of user passwords to provide increased assurance of the continued confidentiality, integrity,
and availability of College data and IT resources.

Response:

The College has contracted with a company familiar and experienced with the requirements of educational
institutions for a complete technology security assessment. The Contractor providing the assessment is also
assisting the College with rewriting all Information Security policies and procedures using ISO/IEC 17799
standards. These policies and procedures will address security controls related to managing access
privileges and protecting the confidentiality of user passwords to provide increased assurance of the
continued confidentiality, integrity, and availability of College data and IT resources.
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