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disaster recovery plan’s provisions to provide assurance of a timely and
orderly resumption of information technology operations in the event of an
interruption in service.

University’s Response: The University is planning to distribute processing for UF

Enterprise Systems across multiple sites both on and off campus. In the event of a disaster at any
one site, another site would serve as a base upon which to build the full recovery capability.

Currently, the University uses data archiving disaster recover (DR) strategy to ensure the ability
to continue operations. DR plans are in place that will allow operations while the required
systems are rebuilt and the backup data is reloaded. This is a minimally acceptable strategy but
allows continued operations in the event of a disaster. An example of this strategy is to reuse the
previous payroll to continue operations until the system is restored. Other applications will be
rebuilt and brought up to operation through a collection of hosted sites, other umversity siles and
new purchases of commodity equipment.

The current approach of splitting our capabilities across two UF facilities is the most cost
effective solution to meet university disaster recovery needs as it has minimal infrastructure
duplications and it will reduce the risk of failure to an acceptable level.

UF will have production ERP databases replicated to a second on-campus site by June 2008.
Further work to distribute processing power and expand the collection of enterprise systems
served by the dual site configuration will continue over the next year. It is expected that the dual
on campus approach will be sufficient 1o address the disaster recovery needs of the University.

Responsible Auditee: Dr. Marc Hoit, Interim Chief Information Officer; Michael
Corwin, Director, UF Bridges

Recommendation 20: The Universily should ensure that all Bridges employees undergo a
documented background check and sign a confidentiality agreement.

University’s Response:  The procedure for obtaining background checks and
confidentiality agreements was changed when the audit follow up uncovered missing
documents in August 2007. The previous procedure depended on a single administrative
employee to obtain and file both background checks and confidentiality agreements. The
new procedure involves three staff members; all have been trained and are following the
new procedures. Bridges staff received the required documents for all current Bridges

stafT that did not have the appropriate records on file.

Page 30 of 31



NOVEMBER 2007 REPORT NoO. 2008-045

University of Florida
Responses to Preliminary & Tentative Audit Findings
Operational Audit
For the Fiscal Year Ended June 30, 2007

All Bridges employees now have appropriate documents on file. The new procedure will
ensure [uture compliance.

Responsible Auditee: Michael Corwin, Director, UF Bridges

Recommendation 21: The University should continue its efforts to make improvements to the
application environment and support function, and should develop written
policies and procedures addressing the responsibilities noted above.

University’s Response:  Bridges will continue to develop formal written policies and
procedures for system administration, database administration, monitoring of software
upgrades and patches, routers, and switches. The writlen policies and procedures will be
completed in April 2008.

Responsible Auditee: Michael Corwin, Director, UF Bridges
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