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SUMMARY 

The Leon County District School Board 
(District) utilizes the Total Educational 
Resource Management System (TERMS) to 
provide application processing for personnel, 
payroll, and finance-related functions.  
TERMS software processes financial data 
that supports functions such as vendor 
management, budget, purchasing, warehouse 
requisitions, and general ledger.  

Our audit focused on evaluating selected 
information technology (IT) controls 
applicable to the TERMS Financial 
Information System during the period 
September 2005 through January 2006, and 
determining the status of corrective actions 
regarding selected prior audit findings 
disclosed in audit report No. 03-197.  

The results of our audit are summarized 
below:  

Finding No. 1: TERMS application security 
activity, such as modifications to user access 
privileges, was not systematically logged by 
the District, limiting the ability to monitor the 
appropriateness of security administration 
actions.  

Finding No. 2: Improvements were needed 
in the segregation of duties within the 
Technology and Information Services area 
with regard to the ability of programming 
staff to modify and execute programs against 
production data without detection.   

Finding No. 3: The District did not have 
adequate written policies and operating 
procedures for TERMS users within the 
Finance Department.  

Finding No. 4: Deficiencies were noted in 
network security controls in the District.  

Finding No. 5: District procedures for the 
removal of network access privileges of 
terminated employees needed strengthening.  

Finding No. 6: Improvements were needed 
in the District’s storage and control of back-
up tapes.  

Finding No. 7: Improvements were needed 
in District procedures for the disposal of IT 
equipment.  

BACKGROUND 

The District purchased TERMS from Educational 
Data Resources, Inc. (EDR) in 1982, and 
implemented the software in 1983.  The system is 
written in COBOL and the on-line component 
runs under Customer Information Control 
System (CICS) on an International Business 
Machine (IBM) mainframe running the OS390 
Multiple Virtual Storage (MVS) operating system. 
Data is collected and updated on-line as well as 
with batch jobs. Reporting is also requested on-
line and through submitted batch jobs.  The 
TERMS application is used for personnel, payroll, 
and finance-related functions.  The user 
community is composed of administrative staff 
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from all Leon County School Board departments, 
including schools. Users have two options for 
connecting to the mainframe; TN3270 terminal 
emulation software or Web-based access through 
the District’s web portal.  In addition, a TERMS 
Web Job Submission System has been developed 
which enables users to submit batch jobs for 
TERMS from the web. 

Over the years, customizations have been made to 
the original system by the District’s Technology 
and Information Services (T&IS) staff. 
Maintenance and support for the TERMS 
application is provided in-house by T&IS staff. As 
of the completion of our audit field work, there 
was no new development activity underway 
relating to the TERMS application.  The District 
planned to replace the existing mainframe 
TERMS application with a two tier client-server 
environment and was in the process of obtaining 
funding for the TERMS replacement.  

While T&IS is primarily responsible for IT 
support, technical support is also provided by IT 
technology contacts who are individuals selected 
by a District principal or administrator to function 
as a liaison between the school site or 
departmental office they represent and the 
District's Technology and Information Services 
Division. Technology contacts are also 
responsible, at many sites, for configuring and 
maintaining local area networks and servicing the 
needs of users, including on-site training.  

Finding No. 1:  

Logging of Security Activity  

Good IT security practices include maintaining an 
automated log of security administration activity 
to determine how, when, and by whom specific 
actions were taken.  Security logs provide the 

ability to, among other things, selectively identify 
access modifications made by security personnel.   

The TERMS package included security 
functionality to monitor and control the TERMS 
application users’ access.  TERMS application 
security was administered through the TERMS - 
General Support Series, Security Record function.  
However, the General Support Series did not 
maintain an automated log of access 
modifications made by security personnel.   

Without logs of activity within the security 
administration function, the District may be 
unable to determine when or by whom a user’s 
access was modified or deleted.  The lack of 
logging the application security activity could 
hinder the District’s ability to pinpoint 
accountability for a breach of security, should it 
occur.   

Recommendation:  The District should 
implement a logging feature within the 
General Support Series, Security Record 
function to capture modifications made to 
users’ application access privileges.  
However, if this is not deemed cost effective 
due to the time frame for the system’s 
anticipated replacement, the District should 
ensure that the replacement system generates 
and maintains logs of access modifications 
made by security personnel.    

Finding No. 2:  
Segregation of Duties 

Segregation of incompatible duties is an 
important element of internal control. An 
appropriate division of roles and responsibilities 
can assist in the detection of errors or fraud and 
exclude the possibility for a single individual to 
subvert a critical process.  In the IT environment, 
good business practice suggests that segregation 
of duties be in place with regard to program 
changes, the movement of programs into the 
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production environment, and the updating of 
production data.  If segregation of duties is 
difficult to accomplish because of a limited 
number of personnel, compensating controls, 
such as close monitoring of the modification and 
execution of programs, may be necessary.  

The District’s practice was for programmers 
within T&IS to modify the programs and then 
move them into the production environment.  As 
noted in audit report No. 03-197, the District 
implemented a compensating control that was 
intended to ensure that the programmer could not 
move changed code into the production 
environment without detection.  Program move 
activities were being monitored by appropriate 
staff through automated e-mail notifications and 
review of program move history files.  

However, our audit testing determined that the 
programmers could run modified programs, with 
update capability against production data, from 
either the test or production libraries without any 
logging or review of activity in the test library. 
Consequently, unauthorized code could be 
processed against production data directly from 
the test library without the need to first move the 
program into the production library.  As a result, 
District monitoring of program move activity 
could be circumvented and unauthorized changes 
to data could go undetected.  

Recommendation: The District should 
review T&IS’ access privileges and more 
appropriately restrict staff’s system access to 
the IT resources for which they are 
responsible. 

Finding No. 3:  
User Operating Procedures 

Written policies and procedures help ensure that 
personnel understand their roles and 
responsibilities and that management directives 

are correctly and consistently applied.  TERMS 
users included staff within the Finance 
Department.   

Our audit disclosed that comprehensive written 
policies and procedures were not in place to guide 
Finance Department activities.  At the end of our 
audit field work, a Finance Department 
Procedural Guide was under development but 
had not been distributed to the Finance 
Department staff.  Additionally, certain 
individuals within the Finance Department had 
developed their own informal desk procedures or 
instructions for some of their specific job 
functions and duties; however, these procedures 
were not centrally or formally maintained.   

In response to our inquiries, the District 
anticipated that the Finance Department 
Procedural Guide would be completed and 
distributed by April 1, 2006.  In the absence of 
comprehensive written policies and procedures, 
the risk exists that Finance Department staff will 
not carry out their responsibilities in accordance 
with management’s intent or in a consistent 
manner.  

Recommendation: The District should 
implement a plan to ensure that written 
policies and procedures are completed, 
approved, and distributed to Finance 
Department staff.    

Finding No. 4:  
Network Security Controls  

Security controls are intended to protect the 
confidentiality, integrity, and availability of data 
and IT resources.  Effective security practices 
include the restriction of logical access to and use 
of IT computing resources through the 
implementation of adequate identification, 
authentication and authorization mechanisms, 
linking users and resources with access rules. Such 
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mechanisms help to prevent unauthorized 
individuals from accessing computer resources.  

Our audit disclosed the following: 

 The District had not installed a network 
intrusion detection or prevention system.  
While the District had previously 
attempted, during December 2004, to 
purchase an intrusion detection or 
prevention system, through a formal 
Request for Proposal (RFP) process, the 
process did not result in a purchasing 
decision.  Subsequent to our field work, 
the District issued a second RFP for this 
type of product. The proposals were due 
January 18, 2006, and as of the end of our 
field work, a final decision regarding the 
purchase had not been made.  

 The District’s default domain policy 
allowed the network to maintain a list of 
the last five passwords used by a network 
user.  However, the minimum password 
age for network passwords was set to zero 
days, which would allow users to 
immediately “cycle through” a set of 
passwords in order to return to their 
original password. In response to our 
inquiries, the District indicated that the 
minimum password age setting was 
strengthened, effective December 8, 2005.  

 The District required network users to 
provide specified information to verify 
their identity when the user requested an 
immediate resetting of their password. 
However, the District had not prepared 
written procedures reflecting this practice.  
In response to our inquiries, the District 
indicated that Section O.60.005G of the 
Operation Techniques Manual was 
modified on December 8, 2005, to include 
the requirement that specified information 
be provided to verify user identities prior 
to resetting their passwords.  

 We noted additional deficiencies in certain 
District network security controls in the 
areas of monitoring network security, 
authentication of users, and control of 
wireless access points.  Specific details of 
these deficiencies are not disclosed in the 
report to avoid the possibility of 
compromising District information.  
However, appropriate personnel have 
been notified of these deficiencies.  

Without effective network security controls to 
detect or restrict access to and use of IT 
computing resources, the District’s risk is 
increased of not preventing or detecting 
unauthorized personnel gaining access to, 
modifying, or destroying network available 
resources and data.   

Recommendation: To reduce the risk of 
unauthorized personnel gaining access to, 
modifying, or destroying network available 
resources and data, the District should 
strengthen its network security controls by 
implementing an intrusion detection or 
prevention system and addressing the 
additional deficiencies noted above. 

Finding No. 5:  
Management of Access Privileges  

Effective security practices include periodic 
reviews of user access rights.  Comparisons of 
resources with recorded accountability reduce the 
risk of errors, fraud, misuse, or unauthorized 
alteration.  

Our audit disclosed the following: 

 It was District practice to allow school 
technology contacts to perform an 
informal review of access revocations of 
terminated employees.  T&IS staff, on an 
annual basis, also performed a review of 
access revocations. However, the District 
did not have written procedures that 
outlined the steps necessary for the 
periodic     review    of    network    access 
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privileges to ensure that terminated 
employee’s access was removed timely. In 
response to our inquiries, the District 
indicated that, as of December 2005, an 
access review or confirmation process was 
established which applied to 
enterprisewide mainframe and network-
based student and business systems.  The 
District further indicated that review of 
terminations would occur consistent with 
the official School Board approved record 
of position terminations, on no less than a 
monthly basis.  

 Twenty-one employees who had 
terminated employment with the District 
did not have their network access deleted 
in a timely manner.  Network access, for 
these individuals, remained active between 
14 and 210 days after their dates of 
termination.  In response to our inquiries, 
the District indicated that school 
administrators and technology specialists 
would be reminded to make timely 
requests for access removals and be 
required to review employees shown as 
terminated, via a monthly listing from 
Personnel, to confirm the deletion of 
network access.  

 As of the completion of our audit testing 
on October 4, 2005, an additional 40 
employees had retained network access 
privileges for periods ranging from 34 to 
256 days after their dates of termination.  
In response to our inquiries, the District 
indicated that the access privileges for 12 
of these individuals were disabled or 
deleted by December 9, 2005, and that the 
balance of the access privileges were 
subsequently disabled or deleted.   

Allowing unnecessary or inappropriate access 
capabilities to remain active for terminated 
employees increases the risk of unauthorized 
disclosure, modification, or loss of data and IT 
resources.  

Recommendation: The District should 
strengthen its controls related to the removal 
of unneeded access privileges in order to 
minimize the risk of compromising the 
District’s data and information resources. 
Specifically, the District should enhance its 
procedures to ensure the immediate removal 
of terminated employees’ access and the 
timely performance of periodic access 
reviews. 

Finding No. 6:  
Tape Back Up Procedures  

IT resource controls dictate that back-up 
procedures be implemented to ensure the proper 
storage of IT-related media containing data files, 
software, and related documentation, both on-site 
and off-site.  IT resource controls also ensure that 
back-up media is stored securely with storage sites 
periodically reviewed for physical access security.   

Our audit disclosed the following: 

 On special occasions, such as the end of 
the calendar year, certain IT staff would 
take the official back-up tapes to their 
residences because the normal storage 
location may not have provided access to 
the tapes in a timely manner.  In addition, 
the Operation Techniques Manual, 
Section No. O.70.013D provided that 
certain IT staff could store District back-
up tapes in their residences.  The storage 
of tapes in a personal residence increases 
the risk that the tapes may be lost, 
damaged, or not available to the District 
in a timely manner.  In response to our 
inquiries, the District indicated that, 
effective December 5, 2005, procedures 
were modified to provide that a 
designated individual, with vault access 
and supervisory responsibility, would be 
available for the placement of tapes in the 
District’s fireproof vault.  

 The District stored off-site back-up tapes 
in a facility which was geographically close 
to its IT operations center.  At the time of 
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our audit, the District was in the process 
of locating another storage site that was 
not geographically close to the IT 
operations center to mitigate the risk of a 
wide area natural disaster destroying both 
the IT operations center and off-site back-
up tape locations. In response to our 
inquiries, the District indicated that 
specific operational details will be 
considered for out-of-state and off-site 
backup storage sites and finalized by June 
30, 2006.  

Inadequate storage and control of back-up tapes 
may lead to the inadvertent physical damage or 
loss of tapes.  

Recommendation: The District should 
continue with its enhancements to the off-site 
backup processes and update related 
procedures accordingly.  

Finding No. 7:  
IT Equipment Disposal  

IT resource controls dictate that procedures be 
implemented to prevent access to sensitive 
information and software on computers, disks, 
and other equipment or media when these items 
are disposed of or transferred to another use.  
Such procedures ensure that data deleted from 
equipment to be disposed cannot be retrieved by 
any internal or third party.  IT resource controls 
also include the logging of disposed sensitive 
items to maintain an audit trail.  

Our audit disclosed the following: 

 T&IS procedures for erasing Apple and 
Windows system hard drives did not 
include the requirements that computers 
were to be logged as erased prior to 
leaving the facility.  In response to our 
inquiries, the District indicated that, on 
November 8, 2005, its Transfer of 
Property Form was modified to require a 
certification by the site administrator that 
hard drives have been cleansed.   

 Prior to September 21, 2005, the District’s 
practice was for Purchasing (warehouse) 
staff to use a Transfer of Property form to 
record information about surplus IT 
equipment.  Such information included 
sale number, cost, property control 
number, description, and whether or not 
the item was junked or recycled. However, 
the warehouse staff did not use the above 
form, or have policies and procedures in 
place, to log when computer hard drives 
were erased and by whom.  Subsequent to 
our inquiries, an additional Computer 
Equipment Final Disposition Log was 
implemented that indicated the method of 
hard drive disposal used, the date of the 
disposal, and the name of the individual 
who erased or destroyed the hard drive. 
Also, in response to our inquiries, the 
District indicated that warehouse staff 
were retrained the week of November 8, 
2005, and that written procedures for 
warehouse staff were put in place 
November 16, 2005.   

 We noted additional aspects of the 
District’s procedures for the disposal of 
IT equipment that needed improvement.  
Specific details of these deficiencies are 
not disclosed in the report to avoid the 
possibility of compromising District 
information.  However, appropriate 
personnel have been notified of these 
deficiencies.  

Absent effective practices and written procedures 
governing the process of sanitizing and releasing 
surplus IT equipment, including documentation 
requirements, the risk is increased that such 
activities will not be consistently performed and 
that confidential and sensitive information may be 
released to unauthorized individuals. 

Recommendation: The District should 
continue with its enhancements to the surplus 
computer disposal processes and update 
related procedures accordingly to reduce the 
possibility of improper disclosure.  
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PRIOR AUDIT FINDINGS 

Findings No. 2 and 6, noted above, included 
issues repeated from our prior audit report No. 
03-197. Other IT deficiencies noted in the prior 
audit, that were within the scope of this audit, 
have been corrected or were in the process of 
being corrected. 

OBJECTIVES, SCOPE, AND METHODOLOGY 

The objectives of this audit were to determine the 
effectiveness of selected general and application 
IT controls of the District.  Our audit scope 
focused on selected IT controls applicable to the 
TERMS Financial Information System during the 
period September 2005 through January 2006.  
We also determined whether management had 
corrected, or was in the process of correcting, 
selected IT-related deficiencies disclosed in audit 
report No. 03-197.  

In conducting this audit, we interviewed 
appropriate District personnel, observed 
processes and procedures, used computer-assisted 
audit techniques, and performed various other 
audit procedures to test selected controls related 
to TERMS.   
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To promote accountability and improvement in government operations, the Auditor General makes audits of the information 
technology programs, activities, and functions of governmental entities.  This information technology audit was made in 
accordance with applicable standards contained in Government Auditing Standards issued by the Comptroller General of 
the United States.  This audit was conducted by Earl Butler, CISA, and supervised by Shelly Posey, CISA.  Please address 
inquiries regarding this report to Jon Ingram, CPA*, CISA, Audit Manager, via e-mail at joningram@aud.state.fl.us or by 
telephone at (850) 488-0840. 
 
This report and other audit reports prepared by the Auditor General can be obtained on our Web site 
(http://www.state.fl.us/audgen);  by telephone (850 487-9024); or by mail (G74 Claude Pepper Building, 111 West Madison 
Street, Tallahassee, Florida  32399-1450). 
 
*Regulated by State of Florida. 

AUTHORITY MANAGEMENT RESPONSE 

Pursuant to the provisions of Section 11.45, 
Florida Statutes, I have directed that this report be 
prepared to present the results of our information 
technology audit. 

In a letter dated April 6, 2006, the Superintendent 
provided responses to our preliminary and 
tentative findings.  This letter is included at the 
end of this report as Appendix A. 

 
  

William O. Monroe, CPA 
Auditor General 
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APPENDIX A 

MANAGEMENT RESPONSE 
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